Quy trinh cai dat GW Vity P;i

Chuan bj

Phan cing
- Board Raspberry Pi 3B hoac 4
- Day cdp ethernet
- Ngudn cho Raspberry Pi
- Board mé& rong cho
- Thénho

Phan mém
- Phan mé&m MQTT Explorer dé test MQTT https://maqtt-explorer.com/
- Zenmap dé scan thiét bj trong mang https://nmap.org/zenmap/
- Win32 Disk Imager dé ghi thé nhé https://sourceforge.net/projects/win32diskimager/
- Putty dé két ndi vao board Raspberry Pi
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Thuc hién
1. Dung Win32 Disk Imager dé ghi file image vao thé nh&

%2 Win32 Disk Imager - 1.0 . O X

Image File Device
| l'e,-’Desktop,fampmlvity-rpié-spi-raspberrypi3|-64.rpi-sdlrng| =] -
l Hash

None ~ |  Generate Copy

D Read Only Allocated Partitions

Progress

Cancel Read Write Verify Only Exit

2. C3m board mé rdng vao board Pi, cdm thé nhé vao board Pi, cdm board Pi vao router, cdm
nguon.
3. Doikhoang 1p, sau dé m& phan mém Zenmap dé do IP



= Zenmap

| Sean Tools Profile Help

Target: | v | Profile | Intense scan v| |Scan| |Cancel

Command: nmap-T4-A-v

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S ¢ Host i e
Filter Hosts

4. Tién hanh do IP bang phan mém Zenmap, & 6 Target gd vung dia chi can quét, thong thuong 1a
192.168.1.2-254. Dgi sau khi hoan thanh quét, & thé Output sé hién ra két qua quét duoc, trong

danh séch tim dén IP nao cé tén |3 raspberry.



@ MOTT Explorer - ] X

4+ Connections MQTT Connection

Validate certificate Encryption (tls)

Vity GW
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4 o Username Password

DELETE § LX ADVANCED (1) CONNECT

5. M& MQTT Explorer, va nhap dia chi GW vao 6 Host nhw hinh, bAm Connect dé két ndi

| &) MOTT Expiorer - o ®

MQTT Explorer O Gamech DISCONNECT & e
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6. Lay dia chi GW tai vi tri nhu trén hinh, néu khéng cé dia chi GW thi cé nghia la phan két néi tai
chip Zigbee dang c6 van dé.

#% PUTTY Configuration ? X
Category:
=-Session ' Basic options for your PuTTY session
Lolgging Specify the destination you wantto connectto
= Terminal
| Keyboard HostName (or IP address) Port
Bell 192.168.1.10 | [22 |
1 me;oiures Connection type:
oy s— ORaw  (OTIelnet ORlogin @SSH () Serial
Behaviour Load. save or delete a stored session
Translation 3
& Selection Saved Sessions
Colours l ‘
=} Connection Default Settings r Tond
23'3 testgw
roxy
Telnet SR
Rlogin
elete
[#-SSH D
Serial
Close window on exit
(OAlways (ONever (@ Only on clean exit
About Help Open Cancel

7. M& phan mém Putty dé két ndi tdi board Pi, nhap dia chi @ muc host name, chon két néi la SSH,
nhan Open.

PUTTY Security Alert X

The server’s host key is not cached in the registry. You
! have no guarantee that the server is the computer you

think it is.

The server’s rsa2 key fingerprint is:

ssh-rsa 2048 6fba:ee:a0:35:36:19:34:43:03:ca:29:d2:50:65:5¢

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host. hit Cancel to abandon the

connection.

Help

8. NE&u nhu Putty hién ra théng bdo nhu hinh trén thi chon Yes
9. Nhap tai khoan 13 root bAm nhan enter, man hinh putty sé hién ra: root@raspberry-pi64:~/
10. Kiém tra module TPM bang cach go I&énh

dmesg | grep tpm



Né&u két qua hién ra cé xuat hién 2 dong nhu bén dudi thi la binh thudng

11.
12.

13.

14.

15.
16.
17.
18.
19.
20.
21.

1.407901] tpm i2c infineon 1-0020: 1.2 TPM (device-id 0x1A)
1.422190] tpm tpmO: starting up the TPM manually

GO lénh setup gw.sh 1, GW s& ty khdi dong lai

Doi GW khdi dong xong thi ti€p tuc dung putty két ndi vao, gd Iénh setup gw.sh 2, GW sé
tw khdi dong lai

Doi GW khdi dong xong thi kiém tra trang thai ma héa bang cach gd l1énh 1s /dev/mapper
néu két qua hién ra cé chir rootfs thi 1a d3 dwgc m3a hda thanh cong. Lwu y [an khéi déng nay sé
lau hon binh thuwong 1 chat.

Ding ki VPN bang lénh setup gw.sh 3 192.168.211.x trongdé x la dia chi IP dugc gén
cho GW (vi du 192.168.211.40), sau khi chay Iénh thi sé hién dong chit "Register xxx with key yyy
| zzz", copy dong chi¥ nay va lwu lai kém vai ID cha GW dé thuc hién dang ki dia chi.

Dat mat khau bang 1énh passwd, gd mat khau 13 1234ampm1234

Kich hoat homekit (néu khéng mudn kich hoat homekit cé thé bd qua buédc 16-21)

GO lénh: cd /

G0 lénh: homekit_provision --category 2 --gw <GW id> > Homekit

GO lénh: systemctl enable homekit-bridge

GO lénh: systemctl start homekit-bridge

G& |énh sau dé 1ay ma homekit: cat /Homekit



